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Hosted Service

Hosted Service Overview

The Cortex XSOAR hosted service enables you to use Cortex XSOAR for security orchestration,
incident management, and investigation, without the infrastructure required for an on-premise
deployment. Palo Alto Networks provides the service infrastructure layer, and you manage only
the Cortex XSOAR application.
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Hosted Service

Service Limits

Cortex XSOAR vé6.2 ;Hosted Service supports BoltDB. The hosted environment consists of two
servers - production and development. The development server allows you to develop and test
components (such as playbooks, automation scripts, screen layouts) before they are deployed to
production.

The Cortex XSOAR hosted service production environment supports:

BoltDB (base scale) BoltDB (higher scale)

Incidents per day 5,000 10,000
Rate limit of 100 incidents Rate limit of 100 incidents
ingested per minute ingested per minute

Total indicators stored 3,000,000 3,000,000

Partition data per month 20GB

Data retention 1 TB. For the average customer, 1 TB

provides one year of data retention.

Custom rules Up to 100 custom rules limiting inbound traffic to the web
interface/API interface to specific CIDRs. Of the 100 CIDRS,
up to 80 can be dedicated for restricting access to the API
interface

The Cortex XSOAR hosted service development environment supports:

BoltDB (base scale) BoltDB (higher scale)

Incidents per day 1,000 2,000
Rate limit of 100 incidents Rate limit of 100 incidents
ingested per minute ingested per minute

Total indicators stored 500,000 500,000

Partition data per month 10 GB

Data retention 1 year

Custom rules Up to 100 custom rules limiting inbound traffic to the web
interface/API interface to specific CIDRs. Of the 100 CIDRS,
up to 80 can be dedicated for restricting access to the API
interface
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Hosted Service

The development server has different technical specifications and should not be used for a
production environment or stress testing.

In addition to the stated service limits, any alerts that appear on the Cortex XSOAR version 6.2 or
later System Diagnostics page must be addressed. Repeated alerts for big incidents, enrichment
data, too many containers, etc. that cannot be resolved may result in a degradation of service.
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Hosted Service

Security and Compliance

The Palo Alto Networks Cortex XSOAR production environment has SOC 2 Type Il and ISO 27001
certification. Palo Alto Networks is dedicated to strong security policies and internal controls.

The Palo Alto Networks SOC monitors servers 24/7 for vulnerability compliance. The annual
penetration test report and the SOC 2 report can be provided upon request.

@ Development instances in the hosted service are not SOC 2 compliant.

Security measures include but are not limited to:

¢ Inbound traffic is allowed only on port 443. Inbound traffic to the web interface can be limited
to specific CIDRs, by submitting a support ticket. Up to 100 custom rules per environment are
supported.

¢ No customer operated or owned agents can be installed on hosted service components
(instance, network, load balancer, etc.)

e Penetration testing is performed annually, while additional ongoing tests are done as part of
the XSOAR development process.

e Docker hardening is applied by default and Docker is upgraded with system upgrades, as
needed.

¢ Integration credentials are stored encrypted in the database.
AWS Specific Security Measures

e DDOS protection is provided through an AWS load balancer.

e AWS is the SSL certificate provider. Certificates managed in the AWS Certificate Manager
(ACM) use RSA keys with a 2048-bit modulus and SHA-256.

e Data at rest is encrypted using AWS EBS volume encryption with a dedicated CMK key.
Cortex XSOAR Key Management Policy

e Each customer has their own AWS KMS key, generated by AWS.

e AWS KMS keys are rotated yearly.

¢ Palo Alto Networks secures the AWS KMS key via IAM and the AWS KMS key policy.
¢ Only managers and administrators have key administrator privileges.

o AWS EBS service has permissions to encrypt, decrypt, and/or re-encrypt.

¢ [f vulnerabilities are found, the master keys can be rotated manually and the EBS volume can be
re-encrypted as needed.

The outbound IP is static and can be used to make connections from the hosted instance to your
internal devices using the allow list. The inbound IP changes and is managed by Amazon Web
Services.

Access to information in Cortex XSOAR is by default restricted to the customer’s users, to Palo
Alto Networks DevOps team members who have been granted user permissions by the customer,
and to customer support and success teams when a support case is opened. Customers are
responsible for reviewing the information they submit to Palo Alto Networks and for omitting
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Hosted Service

any data they do not wish to include and that is not required for support purposes. Access to
telemetry data is limited to DevOps, customer success, product management and engineering.

In addition to security measures specific to Cortex XSOAR hosted service, the Cortex XSOAR
application supports advanced methods of authentication via Active Directory, SSO, and a variety
of other services to ensure that only users with a business need can access Cortex XSOAR.
Passwords and API keys are encrypted when stored at rest. Data in Cortex XSOAR is encrypted
at rest via volume encryption. All communications are TLS encrypted between Cortex XSOAR
components and between Cortex XSOAR and third-party tools.

For more information about how data may be captured, processed, and stored by and within the
service, please refer to Cortex XSOAR (Hosted) Privacy.
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Hosted Service

Demarcation of Responsibility
Palo Alto Networks is responsible for all service infrastructure required to run Cortex XSOAR in

the public cloud, including:

e Deployment and upgrades of the Cortex XSOAR application (customers can request upgrades
via a support ticket).

e Backups (retained for 7 days).

e Security patches of the underlying operating system.

e Vulnerability assessment and system hardening (operating system and Docker).
e DDoS protection.

e Restricting inbound network traffic upon the customer’s request.

You are responsible for managing the Cortex XSOAR application, including:

e Provisioning users in Cortex XSOAR.

e Designing and implementing your SOC processes in XSOAR.

¢ Incident response and remediation.

¢ Managing content (e.g., configuring integration instances, playbooks, etc.)
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Hosted Service

Cortex XSOAR and AWS Cloud

Cortex XSOAR currently utilizes Amazon Web Services (AWS) for the hosted service. Each
customer has a dedicated instance on which workloads run on dedicated resources (compute,
storage, network) according to advanced security standards (SOC2, ISO 27001).

You can designate a Cortex XSOAR region for the storage and processing of your data. Available
AWS regions are: AWS-California, AWS-Oregon, AWS-Virginia, AWS-Ohio, AWS-Frankfurt, AWS-
London, AWS-Sydney, AWS-Mumbai, AWS-Singapore, AWS-Tokyo, and AWS-Canada. Additional
regions may be added in the future. If you require a region not listed above, please contact us.

Note that Palo Alto Networks reserves the right to host XSOAR in other cloud environments and
will update this document if other cloud environments are used for XSOAR hosting.
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Hosted Service

Data Backup and Retention

Palo Alto Networks maintains backups of hosted Cortex XSOAR workloads. Backups are taken
for both the hosted production and development workloads. One week’s worth of backups is
maintained. Customers can request via support ticket to restore their instance from a backup.
Data written after the restore point will not be available. The Cortex XSOAR hosted service
operates under the Palo Alto Networks business continuity policy (BCP), defined as 4HR/4HR
RPO/RTO.
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Hosted Service

Hosted Service Constraints

Due to security and performance factors, the following limitations apply to the Hosted Service:

e If you are running a version of Cortex XSOAR earlier than v6.2, you do not have direct access
to add or change server configurations (i.e. advanced features that are not available via
the Cortex XSOAR GUI). Server configurations must be requested via support tickets. The
advanced configuration page is read only. If you are running Cortex XSOAR vé6.2 or later, you
can add or change most server configurations through the Cortex XSOAR Settings > About
> Troubleshooting page. For security and compliance reasons, a limited number of server
configurations are not available through the web interface, and must be requested via support
ticket.

¢ You cannot SSH into a hosted instance. You can access only the web interface via HTTPS (port
443) and the API.

e You cannot schedule or automate backups through the Cortex XSOAR backup page.

¢ You cannot install a customer operated agent, such as a log collector, antivirus, anti-malware
software, etc. on the servers’ operating system.

e You cannot disable telemetry.

¢ When using EDL and webhook integrations, you must use the https (instance name) option,
and not the URL/port option.

e D2 agents and shared agents are connected via Cortex XSOAR engines and not through the
hosted server.

e The hosted service does not support a remote database, a distributed database, or live backup.
All architecture design and maintenance is done by Palo Alto Networks.

e Debug mode is enabled by default for logs and cannot be changed.

¢ Palo Alto Networks does not install engines or provide hosting for engines. You can deploy
engines on your own premises.

e Penetration testing on Cortex XSOAR hosted workloads is not permitted without prior written
authorization. Network stress-testing and application load testing on Cortex XSOAR workloads
is prohibited.
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Hosted Service

Support and Maintenance

Cortex XSOAR targets a 99.9% service availability which equals unplanned downtime of
up to 43.83 minutes per month or up to 8.77 hours per year. The current availability status,
notifications, and scheduled maintenance can be viewed at https:/status.paloaltonetworks.com.

If the service limits for incident ingestion or monthly partition data are exceeded, Palo
Alto Networks can not guarantee the SLA.

The Cortex XSOAR hosted service operates under the Palo Alto Networks business continuity
policy (BCP), defined as 4HR/4HR RPO/RTO.

Customers are notified prior to planned maintenance or expected outages and are updated when
the maintenance is complete.

Under the Standard plan, technical support is available via the Customer Support Portal. With the
Premium plan, technical support is also available by phone 24 hours per day, 7 days per week.

Severity Description Standard Premium

1 Service is down, critically affects Customer < 2 hours < 1 hour
production environment. No workaround
available yet.

2 Service is impaired, Customer production up, < 4 hours < 2 hours
but impacted. No workaround available yet.

3 A Service function has failed, Customer <12 hours < 4hours
production not affected. Support is aware of
the issue and a workaround is available.

4 Non-critical issue. Does not impact Customer | < 48 hours < 8 hours

business. Server configurations, information,
documentation, and how-to requests from
Customer. Requests for new features and
enhancements should be submitted through
the Aha site.

Critical server patches and critical operating system updates are applied when available. Non-
critical server patches and operating system updates, defined as those that don't affect production
instances, are applied when software is upgraded.

Non-critical Cortex XSOAR application upgrades are installed on an on-demand basis. Customers
submit support tickets to request application upgrades. Separate requests are required to
upgrade the development and production environments. Customers must provide at least 24
hours advance notice prior to the upgrade date. Non-critical upgrades are performed Monday -

Thursday.
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Hosted Service

Get Notifications About Hosted Instance Availability

Opt in to the notification service to get email alerts about hosted instance availability, which
includes alerts about unexpected downtime and then follow-up alerts when the service is back up.

STEP 1| Log in to your Cortex XSOAR instance and go to Settings > ABOUT > Troubleshooting.
STEP 2| In the Server Configuration section click Add Server Configuration.

STEP 3| Enter the following key and value:

Key Value

hosted.notification.contacts A comma-separated list of email addresses who will
receive notifications.

STEP 4| Click Save and verify that the new server configuration has been added by refreshing the
page.

It may take up to an hour after adding the server configuration before you begin
receiving relevant email notifications.
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Migration to Hosted Service

When migrating from an on-premise deployment to hosted service, Palo Alto Networks provides

you with instructions to package and upload all required files. After the upload is complete, a new
hosted instance is created with your data.

Migration from on-premise to hosted deployment is only supported when the on-premise
deployment is the latest Cortex XSOAR version.

Migration from hosted service to an on-premise deployment is not supported.
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Hosted Service

Application Logs

You can download the log bundle via the user interface or the API. Alternatively, you can push the
audit log via syslog configuration to an external service or agent outside the Palo Alto Networks
network. Operating system level logs are not available.
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Hosted Service

Multi-Tenant for Enterprise

Cortex XSOAR hosted multi-tenant deployments are designed for enterprises that require some
data segregation, but also need the flexibility to share and manage critical security practices across
accounts. For more information about multi-tenant deployments, see the multi-tenant guide.

Multi-tenant hosted accounts are only available for Enterprise, and are not available for MSSPs
(managed security service providers). All of the standard service specifications for hosted service
apply to multi-tenant accounts, but with the following limits:

e No tenants can be created on the main account.

¢ Only one tenant can be created per host, but there is no limit to the number of hosts. To add a
host, contact Customer Success or the Cortex XSOAR sales team.
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