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Cortex XSOAR Release Informaon

New Features
The following new features are categorized by product component.

• Marketplace
• Threat Intel Management
• Case Management
• Plaorm

Marketplace
Cortex XSOAR Marketplace is the central locaon for installing, exchanging, contribung, and
managing all of your content, including playbooks, integraons, automaons, fields, layouts, and
more.The Marketplace allows you to easily:

• Leverage content from the largest SOAR community: Connuously extend Cortex XSOAR with
proven use-cases contributed by SecOps users and SOAR partners.

• Discover top rated, validated content: Idenfy the best premium and free content offerings
recommended by your peers and validated by the world’s leading cybersecurity company.
Discover how to increase automaon with the tools that you already have and browse through
community best pracces.

• Solve your toughest security use-cases: Deploy turn- key security workflows that span
integraons, playbooks, dashboard layouts, and reports with a single click.

The essence of the Marketplace is to build a strong community with other security professionals
by easily exchanging content. You can explore the latest trends from Cortex XSOAR and other
contributors and test drive use cases all within your Cortex XSOAR plaorm.

To login to the Marketplace, download paid Content Packs, comment and rate both paid
and free Content Packs you need a new Cortex XSOAR license (for new installaons and
upgrades to this version).

Threat Intel Management
These features do not require a threat intel management license, they are available to all Cortex
XSOAR users.

Feature Descripon

Indicator quick view layout Added the ability to edit the quick view layout for
indicators.

expireIndicators command Added a built-in command to expire indicator(s)
manually or in a batch command. It changes the
Expired status for one or more indicators. You
can use this command for an acon buon in the
indicator summary view or as an automaon script.
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Feature Descripon

setIndicator command Added ability to run the setIndicator built-in
command in a batch command.

excludeIndicators Adds one or more indicators to the Exclusion List.

setIndicators Updates the properes for one or more indicators.
You can update the following properes:
reputaon, type, values, fields, and expiraon (in
addion to all indicator custom fields).

associateIndicatorToIncident Associates a single indicator to the specified
incident.

associateIndicatorsToIncident Associates mulple indicators to the specified
incident.

unassociateIndicatorToIncident Removes a single indicator from the specified
incident.

unassociateIndicatorsToIncident Removes mulple indicators from the specified
incident.

Case Management

Feature Descripon

Classificaon and mapping Classificaon and mapping has been revamped
and includes the following improvements and
highlights:

• Classifiers and Mappers are no longer
connected to one another. Classifiers are used
to determine how an incoming incident or
indicator is classified, and mappers determine
how the fields iare mapped, as separate enes.

• The mapping mechanism was changed so you
are creang a default mapping for the common
fields in all of the incidents, which means that
you only have to create specific mappings in the
other incident types for fields that are specific
to each incident type.

• You can automacally map fields based on the
machine learning model, which maps fields
of the same or similar names from 3rd-party
integraons into fields in Cortex XSOAR.
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Feature Descripon
• There are now mappings for incoming incidents

and for outgoing feeds that push informaon to
other products.

• You can create a mirrored connecon with
other applicaons, which enables you to
update informaon for an incident in Cortex
XSOAR and the informaon will be updated
automacally in the 3rd-party applicaon, and
vice versa.

Filters and Transformers Filters and transformers in a playbook and when
mapping an instance have been improved and
includes the following:

• Filter mul-level objects as required. Cortex
XSOAR calculates automacally the object root
to filter.

• View the object root level to filter.
• Change the object root level to filter, as

required.

Playbook task to use default instance Added the ignore.default.in.playbooks
server configuraon, which enables you to specify
which integraon instance to use to execute
commands in playbook tasks. When set to true,
only integraon instances that do not have the
Do not use by default checkbox selected will be
used to execute the command. If the playbook task
specifies an integraon instance with the Using
argument, only the specified integraon instance
will be used.

Dynamic opons for Data Collecon
tasks

When defining a Data Collecon task for a
playbook, you can use transformers and filters,
which presents dynamic opons for the person
compleng the task.

Include task outputs in field mapping Outputs from previous tasks are available as Field
Mapping opons for playbook tasks.

Propagate layouts to tenant accounts
(Mul-Tenant)

You can now propagate incident and indicator
layouts from the main account to tenants using
propagaon labels.

invesgate command Added the invesgate command which enables
you to start an invesgaon of an incident. You
can start an invesgaon from another incident

Cortex XSOAR Release Notes Version 6.0 (EoL) 8 ©2021 Palo Alto Networks, Inc.



Cortex XSOAR Release Informaon

Feature Descripon
(mainly jobs) or control the order of incidents that
are being invesgated.

Assign a task to a role You can now assign tasks to a user, role, or both.
This enables the specified users or the users within
the selected roles to complete the task.

Export one or more custom fields Added the ability to export one or more custom
fields, which gives you granular control to modify
and manage custom fields.

Plaorm

Feature Descripon

Store audit objects in Elascsearch You can now migrate audits, in addion to
indicators, to your Elascsearch database. The
Elascsearch database enables processing and
storing large amounts of data. We provide a
migraon tool that idenfies audits and creates a
dedicated Elascsearch index for the audits.

If you upgrade from v5.5 and already have a
dedicated Elascsearch index for indicators, the
migraon tool will only migrate audits (it won’t
duplicate indicators).

Last 7 calendar days date range Added a new Date Range opon by which to filter
widget data, the Last 7 Calendar Days in the Date
Range drop down list. The Last 7 Calendar Days
will return 7 days worth of informaon inclusive of
the current day. This differs from the Last 7 Days
which returns todays informaon and the 7 days
prior for a total of 8 days worth of informaon.

Download custom reports in JSON You can now download the JSON file for a report.
This is useful when you need to troubleshoot and
debug report issues.

Log into a Host using SAML integraon
(Mul-Tenant)

The user is redirected to the URL where a request
originates, when logging in from a Cortex XSOAR
Host/Tenant using a SAML integraon.
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Breaking Changes
The following table details the changes that break backward compability upon upgrade to Cortex
XSOAR 6.0.

Feature Change

Upgrading remote repositories Provides detailed instrucons for upgrading your
remote repository installaon to 6.0 to support
the change to Marketplace. For more informaon,
see the secon in the Administrator’s guide about
upgrading remote repositories for versions prior
to 6.0.

Content updates Content is now updated per Content Pack. To
update your Content Packs, in the Cortex XSOAR
plaorm navigate to the Marketplace.

is array filter The is array filter now behaves like the enrelist
filter.

Filter display names The following filter names were changed:

• The Exists filter was changed to Is defined.
• The Doesn’t exist filter was changed to Not

defined.
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Known Issues
The following table describes the known issues you need to consider when upgrading to Cortex
version 6.0.

Issue Descripon

Tenant status may not
appear correctly

( Mul-tenant) If you see an error similar to the following message
in the Main Server logs:

Address ... some host address ... is already l
isted for incoming id 4, saved id 3 (8924)'] (
source: /home/circleci/.go_workspace/src/githu
b.com/demisto/server/services/host.go:370)

contact Customer Support.

This can cause problems when upgrading, as some tenants
accounts may show status as down even though they are
accessible.

This problem may occur when the host fails to register on the
main server and the host has different IDs on the Main server
database and the host database.

Cortex XSOAR Release Notes Version 6.0 (EoL) 11 ©2021 Palo Alto Networks, Inc.



Cortex XSOAR Release Informaon

Deprecated Integraons
The following integraons were deprecated in this release.

• MySQL: use the General SQL integraon instead.
• SQL Server: use the General SQL integraon instead.
• CylanceINFINITY: this product has been disconnued by the vendor.
• CrowdStrike Falcon Streaming: use the CrowdStrike Falcon Streaming v2 integraon instead.
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Minor Releases

Cortex XSOAR Minor Release Release Date

Cortex XSOAR 6.0.2 (B97682) February 4, 2021

Cortex XSOAR 6.0.2 (B94597) December 21, 2020

Cortex XSOAR 6.0.2 (B93351) December 7, 2020

Cortex XSOAR 6.0.2 (B90947) November 11, 2020

Cortex XSOAR 6.0.1 (B87052) October 14, 2020

Cortex XSOAR 6.0.1 (B84583) September 21, 2020

Cortex XSOAR 6.0.1 (B81077) August 14, 2020

If you are upgrading from a version earlier than (B90947) and have DR configured, you
must reconfigure your disaster recovery environment.

Cortex XSOAR 6.0.2 (B97682)
Cortex XSOAR 6.0.2 (B97682) is a maintenance release that delivers bug fixes and provides
usability enhancements.

Fixed Issues

• In a remote database, users could view incidents outside of their assigned roles by going
directly to the URL or accessing the incident via the indicator view.

• In a playbook, some tasks were not running in order and the playbook was constantly running
due to a looping issue.

• In a playbook, when using condion tasks, the playbook went in an incorrect direcon due to a
looping issue.

• When running a playbook, the playbook task did not complete and the playbook was hanging
due to an execuon issue.

• In a sub-playbook task, when turning on Quiet Mode which is on a loop, in the War Room you
could sll view the outputs for every sub-playbook that ran.

• When viewing the Work Plan secon or incident task pane in the summary view, tasks did not
refresh as the Playbook progressed, and users could not view the next task.

• When using a load balancing group, upon a change to the workers count, some workers in the
system failed to quit. The resulng deadlock caused playbook commands to not execute and
required a server restart.

• When running an integraon on an engine, remote files were being stored and not removed.
• When there were looping sub-playbooks in sequenal order, the first looping sub-playbook

worked as expected, but the second looping sub-playbook did not work as expected because
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arguments from the first looping sub-playbook were passed to the second looping sub-
playbook.

• Added the configuraon Cortex Threat Intel Management as the DBot score vendor, which
occurred when an indicator's score was not set manually and the type did not have a
configured reputaon command or reputaon script.

• When using double quotes ("") at the beginning of an incident search the query tried to find all
fields that are not empty, causing the server to hang and use high memory consumpon.

• When creang or eding an incident, if you added the Close Notes field, there was a delay
from typing the text unl the text became visible.

• An arficial DBbotScore was added to extracted indicators, where there were no reputaon
commands or reputaon scripts defined.

• When updang content at the same me (such as playbooks, load context data, viewing all
incidents within the last 7 days, etc) a local memory error appeared, causing the browser to
crash. The memory consumpon has now been improved.

• (Mul-tenant) When syncing content to tenants, tenants' favorite incidents were cleared and
no longer starred.

• (Mul-tenant) When propagang a report to a tenant, if a report was copied, the copy could
not be deleted.

• (Mul-tenant) An error appeared in the Main account when trying to open the Reports page.
This occurred because custom reports did not have propagaon labels.

Cortex XSOAR 6.0.2 (B94597)
Cortex XSOAR 6.0.2 (B94597) is a maintenance release that implements code improvements to
address the recently announced CVEs in Golang's XML parser that compromised the security of
SAML authencaon. For addional informaon about the vulnerabilies, read the following CVE
advisories.

• hps://github.com/maermost/xml-roundtrip-validator/blob/master/advisories/unstable-
aributes.md

• hps://github.com/maermost/xml-roundtrip-validator/blob/master/advisories/unstable-
direcves.md

• hps://github.com/maermost/xml-roundtrip-validator/blob/master/advisories/unstable-
elements.md

Installaon file hash:
54d22f1421c2d2ff6c94f25283dbf16e9e847b9f87cafdf6a7633c0426c1a98e

Cortex XSOAR 6.0.2 (B93351)
Cortex XSOAR 6.0.2 (B93351) is a maintenance release that delivers bug fixes and provides
usability enhancements.

Fixed Issues

• Some content was not pushed to the prod environment when pulling content from a remote
repository in a dev environment or when trying to push changes aer migrang content to the
Marketplace. This issue was due to conflict issues in GitHub.
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• When seng up disaster recovery and using large context data, the playbook could crash due
to a concurrent map read/write error in the context.

• When using a data collecon task to send an email, and the Complete and expire automacally
field set to Reached task SLA (with or without a reply), the task did not complete aer the set
me.

• When generang CSV reports, Readable Headers in a .json file did not take effect.

• When moving from a dev to a prod environment, the order of the pre-process rules did not
sync correctly.

• When using demisto.results(demisto.parentEntry()) in a Python script, some
values are not returned.

• In a playbook, some earlier tasks are not completed but later tasks show they are running due
to a looping issue.

• (Mul-Tenant) Content items that were propagated to tenants did not have propagaon labels
that corresponded to the content items' propagaon labels.

• (Mul-Tenant) When copying a content item from a Content Pack, an error was returned about
propagaon labels.

• (Mul-Tenant) When creang a Playbook task in the main account and propagang it to tenant
accounts, the task was empty.

• (Mul-Tenant) When switching from the primary server to a backup server, tenants on the
switched host could not be accessed from the main account.

• (Mul-Tenant) When installing a host for the first me, the host shows as being offline even
though it could reach the main server.

Cortex XSOAR 6.0.2 (B90947)
Cortex XSOAR 6.0.2 (B90947) is a maintenance release that delivers bug fixes and provides
usability enhancements.

Breaking Changes

Cortex XSOAR 6.0.2 includes several crical fixes for disaster recovery. This includes fixes for
performance and reliability issues as mapped out in the Fixed Issues.

Aer you upgrade to this version you must reconfigure your disaster recovery environment.

Fixed Issues

• Fixed the following issues with disaster recovery (DR):

• Data was not sent to the DR server frequently enough, which led to the primary and DR
servers being out of sync. As a result, a crical error occurred.

• When switching DR servers, the Cortex XSOAR primary server was unreachable and the
DR server became corrupted. The Cortex XSOAR server was unreachable due to mulple
threads reading and wring to the same custom field at the same me.

• (Mul-Tenant) When using DR in Mul-tenant environments, integraon credenals were
not maintained when switching to the DR server.

• (Mul-Tenant) DR configuraon was not propagated correctly from the main account to the
tenant accounts.
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• When using wildcards to search through a large number of indicators, the system stopped
responding.

• Indicator custom fields were not populated in the indicator layout with the relevant informaon
from Context.

• When using role-based access control for integraon commands and instances, DBot was not
able to execute commands in playbooks.

• An error occurred within playbook tasks because the database version of the task was not
updated.

• Aer updang a Content Pack, the UI showed that the Content Pack updated successfully, but
the Pack content was not updated.

• Indicator custom fields were not populated in the indicator layout with the relevant informaon
from Context. This occurred the first me the indicator was auto-extracted if you configured
only a reputaon script and no reputaon command.

• When a file included a semicolon (;) in the filename, the filename was truncated and
downloaded as an EML file with no extension.

• It was not possible to configure agents to use credenals stored in a credenal vault.
• When changing a Data Collecon task to Task Only, the change was not saved and the task

reverted to the previous seng.
• Aer seng filters or transformers on the input of an Ask Task, it was not possible to edit the

filters and transformers.
• If you added a retry for tasks in a playbook, and then uploaded the playbook to a different

server and ran it, the playbook failed with an Invalid field error.

• When using the Enter key to create a new line in a Markdown field, the spacing was double-
spaced.

• When manually creang an incident, some parts of a tool-p were cut off the screen.
• When creang or eding a pre-processing rule for a grid-field with null columns, an error

occurred and the rule could not be created or edited.
• An error was raised when eding a playbook task and clicking on anything other than OK.
• It was not possible to edit incident types that had trailing white spaces.
• A Propagaon labels error occurred during installaon even though Selecve Propagaon was

not in use.
• Aer creang a Condional Task, when trying to connect the task to another task in the

playbook, the Condional Task disappeared. This occurred if you tried connecng the tasks
before clicking OK on the task created.

• An internal error occurred when the Cortex XSOAR server was reading and wring from the
same memory object.

• Aer eding a field in the Indicator Quick View, the save buon was not visible.
• When indicators with the same value, but different cases (for example google.com or

Google.com), are fetched in the same batch, the indicators appeared as separate values.
• Tabs could not be reordered in the layout builder.
• Page breaks in reports did not render as expected.
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• In PDF reports, number widgets were not generated with the widget color as they were
displayed in the dashboard. If you are concerned about the amount of ink used when prinng
the report, make sure you create the widget without color before you generate the report.

• (Mul-Tenant) When imporng content from the Troubleshoong page, propagaon labels
were not applied properly.

• (Mul-Tenant) When synchronizing content to tenants, the synchronizaon completed
successfully, but an error message was displayed.

• (Mul-Tenant) Tenants closed acve containers that belonged to other tenants.
• (Mul-Tenant) When synchronizing tenant accounts for integraons that used a Credenals

object (Integraons > Credenals), and changes were made that did not affect the integraon
or Credenal object, the integraon instance was no longer available.

Cortex XSOAR 6.0.1 (B87052)
Cortex XSOAR 6.0.1 (B87052) is a maintenance release that delivers bug fixes and provides
usability enhancements.

Fixed Issues

• When Cortex XSOAR inially loaded, too much data was sent to the client machine, which
affected response mes. As of this version, session handling is more efficient resulng in less
data being sent.

• When converng content items to content packs, integraon instances were deleted aer
pulling the changes from the remote repository to the producon environment.

• When working with remote database nodes, and sorng a large-scale table, for example
Incidents, by a column other than ID, the page did not display properly.

• When updang content or pulling content from a remote repository, updang a playbook that
did not have any changes to its YML, caused an error to occur.

• In some cases, Cortex XSOAR failed to load incidents and dashboards, and searches became
unresponsive.

• When running a command in an automaon script using an engine, the copy-from argument
failed to run correctly. An entry was created in the War Room without the file details, and the
file could not be downloaded.

• Somemes, aer aempng to push content to the remote repository, a GIT meout
error occurred. As of version 6.0.1, you can configure the GIT meout by adding the
version.control.git.command.timeout server configuraon. The default value is 180
seconds. Change the value per the amount of seconds you require.

• If you had a loop within a loop, and the second loop included a condion, the playbook might
stall with a status of in progress.

• When a content field had the same name as a system field, a conflict occurred and the
following error message occurred: Item is system and cannot be modified

• When generang a report, the report displayed the owner who ran the report rather than the
incident owner.

• When exporng indicators with expiraon values to a CSV format, expiraon date values were
missing.
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• When working with remote repositories, aer upgrading to version 6.0, when pulling content
to the producon environment, out-of-the-box incident types were not upgraded.

• Incidents took a long me to load when navigang to, and away from, the Work Plan page.
• When trying to edit a duplicated playbook's inputs the following warning displayed:

You cannot edit arguments of a non-permitted automation
• In the Incidents Mapping Editor > Sengs > Advanced page, when the Do not map unmapped

fields into labels for selected incident type checkbox was not selected, mapped data was
mapped into labels regardless of whether the field was already mapped to an incident field.

The text of the checkbox has been updated to Do not map JSON fields into labels for selected
incident type.

• In some cases, when updang the layout of an indicator type or incident type, the websocket
was not sent to the web client, causing the wrong template to display temporarily.

• When using the Dark or Darkula themes, in the War Room, the output of the !DisplayHTML
html=<b>hello</b> command blended into the background and became invisible.

• When a user submied a waing task and tried to submit the same task again, an error
displayed in the task pane but the Work Plan connued to run. In this version a user is unable
to submit the same task more than once.

• While entering data in custom fields for a new incident, text was disappearing (deleted) due
to server messages from the web socket. In addion, performance was affected by these
messages. As of this version, only messages relevant to the context in which users are working
are sent and text no longer disappears.

• When eding playbooks created before version 6.0, custom playbook tasks disappeared. One
of the task fields was not handled properly, causing the edited tasks not to be saved, and
therefore appearing blank.

• When configuring the Slack v2 integraon to send open and close noficaons for incidents
with at least a low priority, noficaons were sent even for incidents with no priority.

• When creang a PDF report, some script line chart widgets did not appear correctly.
• In some cases, when logging out of Cortex XSOAR, users were not redirected to the login page

causing uncertainty whether they were actually logged out.
• (Mutli-Tenant) In the Marketplace, when updang playbooks, propagaon labels failed to

update and an error message was issued.
• (Mutli-Tenant) When selecng the Automaons > Script Helper > HOW TO tab, content was

not synced from the main account to the tenant account, so that no content appeared in the
tab in the tenant environment.

• (Mul-Tenant) When syncing content from the main account to a tenant, the tenant theme
reverted to the default theme.

• (Mul-Tenant) In the main account, when detaching an automaon, automaons that existed in
the tenant environment did not sync to tenants.

• (Mul-Tenant) System dashboards could not be deleted from a tenant account.
• (Mul-Tenant) Under Sengs > Account Management, when syncing with a tenant and

selecng None, items that were reselected were not synced.
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Cortex XSOAR 6.0.1 (B84583)
Cortex XSOAR 6.0.1 (B84583) is a maintenance release that delivers bug fixes and provides
usability enhancements.

New Features

• Added the ability for administrators to set a default query by role for Incidents, Indicators, Jobs,
and War Room.

• You can now add sub-playbooks as ad-hoc tasks.
• Added the opon to create and export custom reports in CSV format.

Fixed Issues

• In the Filters and Transformers dialog box, Get field, a root node expression (single dot)
returned an invalid path error.

• You could not edit a Data Collecon task from the playbook task editor when the task was
saved without providing a value for the To field.

• In the Work Plan, only paral data was sent, which triggered an API call from the client to the
server to fetch all data whether or not the data was relevant.

• War Room filters did not filter War Room entries as expected.
• The Mean Time to Resoluon (MTTR) widget produced a typo error when viewing or

generang a report in Word doc format.
• Comments were not shared when sharing indicators.
• Fetching a large number of incidents caused the server to run slowly and open/close a large

number of indexes.
• Running a sub-playbook with an empty name caused the process to enter an infinite loop.
• In the Indicators page, sorng Related Incidents did not work as expected.
• Aer running an Elascsearch query, connecons remained open and created new connecons

for each request, which may affect server performance.
• Indicator values containing a dot notaon in custom fields were not mapped correctly.
• In the Incident page, tasks did not display correctly aer making changes.
• Content items that contained non-UTF8 characters in file names returned an error.
• Classifiers were not deleted from version control. For example, classifiers were deleted in a dev

environment but remained in prod.
• Live Backup of files had memory issues and warning logs did not provide sufficient informaon.
• (Mul-tenant) HTTP headers were incorrect when a SAML response was propagated to hosts

in a main-tenant environment.

Enhancements
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• HTML fields are now available as indicator fields, which enable users to create and view HTML
content in indicators. HTML fields can be used in any type of indicator.

By default, HTML fields will not use Cortex XSOAR theme CSS styles. A server configuraon is
available to allow HTML fields to ulize CSS styles from the current user theme. This change is
relevant for all HTML entries and fields such as widgets, dashboards, incidents, indicators, etc.

To change the default configuraon for HTML fields, set the server configuraon
UI.html.use.theme.css to true.

By default, HTML fields populated by integraons are limited to 50KB of data. When ingesng
indicators from threat intelligence feeds, content greater than 50KB is truncated.

• When eding or creang a widget, you can now apply two levels of grouping to the Data type
(incidents, indicators, etc.). For example, if you created an incident-based widget, you can group
by type and owner.

• Users now receive a noficaon when content needs to be pushed from the dev environment
to the prod environment.

• You can now perform in-line eding in the Indicator Summary page.
• Added the ability to reset the contents of the Return on Investment (ROI) widget via REST API

using the resetROIWidget endpoint.

Cortex XSOAR 6.0.1 (B81077)
Cortex XSOAR 6.0.1 (B81077) is a maintenance release that delivers bug fixes and provides
usability enhancements.

Fixed Issues

• For first-me installaons, the incorrect product license was displayed.
• The marketplace version now appears in the version page.
• In some cases, an error was thrown when installing a content pack that was not the latest

version of the pack, due to missing required dependencies.
• New content items sent to the disaster recovery (DR) server while in recovery mode corrupted

the DR server.
• The Work Plan websocket failed with an error, which caused the server to stop responding.
• When the server was being indexed, the UI indicated that the server is being upgraded.
• An error was thrown when ingesng file indicators from a feed
• When using a load-balancing engine group, the configured integraon credenals didn’t work.
• (Mul-tenant) In deployments where dev-prod was enabled, selecve propagaon labels were

enabled by default for the dev environment.
• (Mul-tenant) Roles were deleted when syncing a tenant.

Enhancements

• General improvements to product license validaon and display.
• Added a retry mechanism for containers that failed due to unresponsive server pings.
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